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Things you should already know
●Network Segmentation

●Patching
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Disable Macros
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Don’t run as Local Admin

Friends don’t let friends 
run as local 

administrators!
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Configure UAC
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Change Default Extension Actions
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Windows Defender Exploit Guard
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Deploy Chrome and Firefox
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Block Advertising in Browsers
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Thank you
Macros
https://decentsecurity.com/enterp
rise/#/block-office-macros/

UAC
https://www.tenforums.com/tu
torials/3577-change-user-
account-control-uac-
settings-windows-10-a.html 

Script Extensions
http://www.dankalia.com/tutor/01002/01
00201018.htm 

Exploit Guard
https://docs.microsoft.com/en-
us/windows/threat-
protection/windows-defender-
exploit-guard/windows-defender-
exploit-guard

Chrome & Firefox
• Chrome:

http://goo.gl/2QvOT
• Firefox:

https://developer.mozilla.
org/en-
US/Firefox/Enterprise_depl
oyment 

Ad Blocking
• Internet Explorer: 

https://decentsecurity.com/adblockin
g-for-internet-explorer-deployment/ 

• Edge: https://www.microsoft.com/en-
us/store/p/adblock/9nblggh4rfhk 

• Chrome: 
https://decentsecurity.com/ublock-
for-google-chrome-deployment/ 

• Firefox: 
https://decentsecurity.com/ublock-
for-firefox-deployment/ 


