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Wana DecryptOr 20

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.
. Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on g
=8 Can I Recover My Files?

51672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have

not so enough time
Tume Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

=7

u need to pay.
You only have 3 days to submi yment. After that the price will be doubled
Also, if you don’t pay in 7 days, y yon't be cover your files forever.
We will have free events for s who are so poor that they couldn’t pay in 6 months

Your files will be lost on

S {fHow Do I Pay?
52012017 00:47:55 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
nd the correct amount to the address specified in this window.
yment, click <Check Payment>. Best time to check: 9:00am - 11:00am

PR I P

Time Left

Send $300 worth of bitcoin to this address:

bitcoin
ACCEPTED HERE [ 12t9YDPgwueZ9NyMgw519p7AABisjré SMw l

Contact Us heck Payment
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BPAY Deposit Instructions - Message (HTML) (Read-Only)

BPAY <service@bpayemail.com.au>
BPAY Deposit Instructions
o

@ if there are problems with how this message is displayed, click here to view it in a web browser,
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

L REF_829332122733.doc
45KB

Telephone and Internet banking - BPAY

You have received a BPAY oniine payment
Gontact your bank or financial insiitution to receive this payment. For more information please check attached BPAY
Secure Document

Thank you

BPAY

7] R or

Biller Code: 484787XXX
Ref. 293 3212 X000

The comments represent feedback received by BPAY from bilers and consumers. Comments are limited to individual
situations. BPAY has not verfid this information and BPAY does not provide tax or legal advice.
Visit v bpay.com au for further information

BPAY payments are offered by over 150 BRAY Payer Insftutions. Contact your financial institifion to see if it offer
BPAY and to get the Product Disclosure Statement (PDS). This is general advice — before using BPAY please review
the PDS and consider whether BPAY is appropriate for your persanal circumstances.

~ POSHSECURITY .COM

REF 829332122733 [Read-Only] [Compatibility Mode] - Word Sign in
File Home  Inset  Design  layout  References  Mailings  Review  View  Developer @ Tellmewhaty

@ VARKED ASFINAL  An author has marked this document as final to discourage eiting. Edit Anyway

I SECURITY WARNING Macros have been disabled. Enable Content

BPAY Encrypted Document

ding document ..
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Things you should already know oy

Network Segmentation

Patching




Sub nizego ()

Dim il As Integer
Dim 12 As Integer
iz =

Dim 51 As String
1 S a e a C r O S 51 = ThisDocument.Content
i1l Len(51) - 12
If i1 > 0 Then

geet = nizete (il)

E Microsoft Visual Basic for Applications - REF_829332122733-0 - [ThisDocument (Code)] E‘iieﬁ
1l . onow

Eile Edit View |nsert Format Debug BRun  Tools Add-Ins  Window Help End If
End Sub
i & - e pon om b B @ | Ln1, Col 1

Project - Project

Function nizete (i)
|tGeneraI] gvilhE = Fml.TextBl.Text

= == Dim Xbyegf A3 String
EE Kbyegf = "Gaxmgyzl"”

1 1 Dim Enudzdj As Strin
+§ Normal Sub autoopen () J g

=-&% Project (REF_§2933212 'have je baise nidef E;’;;,i’:szf;;‘ibiﬁ;;;g.,
-2 Microsoft Word Objects nizego Dim Epaewgpf As String
End Sub EpaswgpE = ""
Dim wsflga () A= Byte
Dim calhyx6 As String
: calhyx6 = "UdDC"™
P i Module1 Dim PojxyiS() As Byte
+)- [ References Dim LgigfN() As Byte
Dim Futxdww() Rs Byte
Enudzdj = Fml.TextBl.Text
Futxdww = Enudzdj
YU = UBound (Futxdww)
wsflga = calhyxé
J = UBound (wasflga)
For wtywp = 0 To YU
Yreu = 3 - 3
e o For =10 Ta J
. - B ' - .
Proper‘ties-ThisDocument ﬁ ;:qutxdwwtwtywp) wsflga (B) Then Yreu Y¥reu + 1
If Yreu = 0 Then
Epaewgpf = Epaewgpf + Chr$ (Futxdww (wtywp) - i)
End If
Hext

ThisDocumen Document w |

Alphabetic | Categarized
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Don’t run as Local Admin

Friends don’t let friends
run as local
administrators!




POSHSECURITY .COM

Configure UAC

0 your computer

m making change: r computer, A ially harmful programs frem making chang our computer,

Notify me only when apps try to make changes to my
computer (default)
make changes to my
iy me when | make chang

* | make change: ettings

@ Recommen use familiar apps and visit
familiar wel

Jever notify
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Change Default Exten31on Actions

= ILOVEYOU - Message (Rich Text) =18 x|
Eile Edit Yiew Insert Format Tools .ﬁ.r,n:rns Help

GoReply | MReplytodl | GOForward | & 0 | v (DY X [ 2

From: Sent:
To:
(o'

Subject: ILOVEYOU

kindly check the attached LOVELETTER coming from me

&
g

LOVE-LETTER-FOR-
YOULTXT vhbes




Windows Defender Exploit Guard oy

& Windows Defender Securty Center

Exploit protection

See the Exploit protection settings for your system and programs. You
can customize the settings you want

System settings Program settings
Controlled folder access

Sl il i RSO Protect your files and folders from unauthorized changes by unfriendly
applications.

Data Execution Prevention (DEP) [ ]

Prevents code from being run from data-only memory pages.

Force randomizati

Force relocation of i

images (Mandatory ASLR)
t compiled with /OYNAMICBASE

Randomize memory allocations (Bottom-up ASLR)

Randormize locations for virtual memory allocations.

Validate exception chains (SEHOP)

Ensures the integeity of an exception chain during dispatch

Validate heap integrity

Terminates a process when heap conmuption is detected.
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Deploy Chrome and Firefox

Download Chrome

Deploy the browser across your organization

Chrome MSI 64-bit Chrome MSI 32-bit

v62.0.320294 v 62.0.3202 94

[ Download Chrome Beta MSI (64-bit)(v 63.0.3239.70)
[ Downioad Chrome Beta MSI (32-bit)(v 63.0.3239.70)
[¥] Download Chrome DMG for OS X(v 62.0.3202.94)

For more information on how to deploy Chrome click here, for more information about
Legacy Browser Support click here.

Manage Chrome




Block Advertising in Browsers

news EGENEEF GET GIFTING
GIFT PACK stream
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Twins could hold ke to sexuality  Sycne HOLLYWOOD PLOT:
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b
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Thank you e

Macros UAC Script Extensions

Exploit Guard Chrome & Firefox Ad Blocking
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