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Hello!
I am Kieran Jacobsen

My pronouns are he/him

You can find me at @kjacobsen
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Place your screenshot here

DuckDuckGo.com
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HTTP Headers



Securityheaders.com
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Runner Up:

How did they go?

Winner:

Special Prize:



Strict-Transport-
Security

◍ Defends against PITM attacks

◍ Activated in browser if:
◌ Connection is HTTPS with a valid certificate
◌ Valid HSTS header sent

◍ Once activated:
◌ HTTP links are converted to HTTPS
◌ Disables click-through on Certificate warnings



HSTS Preload

◍ A valid certificate

◍ Redirect HTTP > HTTPS

◍ Serve all subdomains over HTTPS

◍ Serve a HSTS header on the base 
domain (must be google.com not 
www.google.com)

◍ Header must specify:
◌ max-age of 1 year
◌ includeSubDomains directive
◌ preload directive

◍ Submit to hstspreload.org
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content-security-
policy

◍ Mitigates Cross Site Scripting (XSS) 
and data injection attacks

◍ Whitelist of resources that can be 
loaded

◍ Violations can be reported by browser

◍ Report only mode: content-security-
policy-report-only





Warning



https://www.youtube.com/watch?v=RuiDiHV4Yr0



What can you do?

◍ Review response headers

◍ Deploy security response headers

◍ Consider monitoring tools like 
report-uri.com



SSL/TLS Configuration



www.ssllabs.com
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What can you do?

◍ Keep deploying TLS/SSL

◍ Follow best practice guides -
https://bit.ly/2aSNEEg 

◍ Use tools to monitor and validate 
your configuration



Security.txt





What is security.txt?

◍ <domain>/.well-known/security.txt

◍ Proposed IEFT standard

◍ Helps define the process for people 
to disclose security vulnerabilities

◍ Specify:
contact, encryption, acknowledgements, preferred 
languages, policies and hiring links





How did the Banks go?



What can you do?

◍ Go to securitytxt.org and generate a 
file

◍ Contact directive is mandatory

◍ Encryption directive is recommended

◍ It is recommended that you digitally 
sign the file



What else could we 
have looked at?

◍ Email – SPF, DKIM, DMARC, TLS

◍ DNS – CAA, DNSSEC

◍ MFA

◍ Password Requirements

◍ Reported Breaches
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Resources

◍ Securityheaders.com

◍ Harlem Shake - https://pastebin.com/aJna4paJ

◍ Ssllabs.com

◍ SSL Best Practices -https://bit.ly/2aSNEEg

◍ Hardenize.com

◍ Hstspreload.org

◍ Securitytxt.org



Thanks!
You can find me at @kjacobsen & 

https://poshsecurity.com

👍


